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Pl^iff Amendment? 

Amend claims 1-20 as follows: 



1 1 , (Currently Amended) A method of authentication in a telemetry system, said method 

2 comprising: 

3 transmitting, by each of a plurality of transmitter*, transmissions intermittently at time intervals 

4 and at a plurality of frequencies independently of any receiver of said transmission s and indep endently of 

5 flny pfo e r of sai^ p1mq1ijy of transmi tters, and 

6 holding, by a receiver, simultaneously for each of said plurality of transmitters, data indicative of 

7 an expected frequency and an expected time of at least one future transmission, and 

8 di s criminating tran s mis s ion s bas e d ot l e ast i n part ot> at lea s t one-o ffo) an e xp e ct e d ond an actual 

9 transmission froquenoy - and (b) an expected a ad^^uaMyatte mi ss ion time. 

1 0 authenticating transmissions based on an expected an d actual transmis sion frequency and time. 

1 2. (Currently Amended) The method of claim 1 wherein s aid r e ce i ver detorm mes fluth e ntioity of 

2 transmissions^ 9ed^leastHn-par^on s aid discriminat i ng. sm'iJ. expe cted transmission frequency 

3 comprises estimate for transmitter reference frequency drift. 

4 3. (Currently Amended) The method of claim 1 wherein e ach of s aid plurality of tr a n sfflittefs 

5 e ncrypt s dato for tran s mis s ion^ and s ai d r e c e iv e r d e crypts r e c e iv e d data, said expected transmission tjme 

6 comprises estimate for transmitter time reference jjrjjfc 

1 4* (Currently Amended) The method of claim 2 \ wherein each of said plurality of transmitters 

3 betw een transmissions based on frequency-time pattern that is dif ferent for each of sajd plurality of 

4 transmitters. 

1 5. (Currently Amended) The method of e4aim-4 claim 1 wherein, for e ach transmitt e r^ sa i d 

2 efreryptfott-key-is dotormiiwd ba ae ^ HM^a^ hop i ng and (b) timo -hopping-oPeaid 

3 eaeh4mnstnitier? each of said plurality of transmitters is for varying encryption key betw een 

1 6. (Currently Amended) The method of claim £ 5. wherein s aid transmitter p e rforms modif i cat i on 

2 efaMeaat^-po^ofro f -s aid data foHronsmission with a modif i er that i s * vario d-fef^aol»<>f*ft'phwftltty^f 
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3 transmissions, said encryption key is varied based on frequency-time pattern for controlling transmission 

4 frequency and time betw een tr ansmissions* 

1 7. (Currently Amended) The method of claim 6 1 whereinr for e aoh transm i tter, said modifior is 

2 baaed on nt l e ast one of (a) fr e qu e noy hoping and (h) t i m e hopping of said e ach transmitter each of said 

3 plurality of transmitters is fo r verifiable and variable mod jfi$#tipjr! of transmitted messa ges content based 

4 on freqooncv-time pattern for controll ing transmission frequency and time between transmissions. 

1 9. (Currently Amended) A receiver for authenticating telemetry transmission s» said receiver 

2 comprising: 

3 logic for holding, simultaneously for each plurality of transmissions, data indicative of an 

4 expected time and an expected frequency of at least one future transmission, wherein each said plurality 

5 of transmissions is transmitted by a different one of a plurality of transmitters, wherein each of said 

6 plurality of transmitters is for transmitting transmissions intermittently at time intervals and at a plurality 

7 of frequencies independently of any equipment that is capable of receiving any of said transmissions from 

8 any of said plurality of transmitters, and 

9 circuitry for receiving said transmissions; 

) 0 wherein said receiver is for discriminating tran s missions bas e d at l e a s t in part on at lea s t one of 

1 1 (a) an expected and an actual transm iss ion frequ e ncy and (b) an oxpeotod - a nd-an'-ftetu al transm i s si on tim e t 

1 2 aujh^tjj^ting transnji^ m.sn.OTii,^jed-anJ.,ftctiMJ. t ransmission frequency and time. 

1 9* (Currently Amended) The receiver of claim 8 wherein s aid rec e iv e r i s for determining 

2 authenticity-oftffans mig s ions ba s ed ot lea s t in part on said discrimina ting:- said expected transmission 

3 frequency comprises estimate for transmitter reference frequency drift 

1 10, (Currently Amended) The receiver of claim 8 wherein said -receiver i s for decrypting received 

2 deta^erroted-fei^fa n B mission by each of said plurality o f4ransmittep&, -said expected t ransm ission time 

3 comprises estimate for transmitter time reference drill. 

1 11. (Currently Amended) The receiver of claim 44) 8_wheroin said-recei v e r is for u s ing, for e ooh 

2 of onid plurality of tran s mitter^ a differ e nt d e cryption - k e y for e ach of a plurality trannmisnion ^ frfifl\i^ncy 

3 and time of tr ansmissions is controlled according to a frequency-time pattern that is d ifferent for eaqh jpf 

4 said pluraMfr of ^ransniUtftTfi, 

1 12. (Currently Amended) The receiver of claim -W- ^wherein said receiver is for determining* ior 

2 each of -said plurality of tran s mitt e r s , a k e y for d e cryption bas e d, at l e a s t in part, on s aid data indioativo of 
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3 an expect e d t i m e and tm ert pootod frequ e ncy of at least on e fiituf^ 4i^6mi&6ten ^hanpiftp decryption kev 

4 between transmis sions ba sed on a frequency-time pattern fo r controlling frequency and time of 

5 tr ansmissions. 

1 13- (Currently Amended) The receiver of claim 40 8_whcrcin said receiv e r i s for verification, for 

3 mod ified l*y q modifi e r vn rtedj br oaoh of said plurality of tran s mi ss i ons, said receiver, in operation. 

4 authenticates t ransmiss ions based on verifiable and variable m odification of fr^n^ 

1 14. (Currently Amended) The receiver of claim 1 3 wherein sa i d reo e iver is for d e t e rm i ning - for 

3 on-expecte d frequ e ncy of at l e a sfre no future tmnsmisaion, said verifiable modification is based on 

4 frequencv4imc patt ern for controlling transmiss ion frequency and time. 

t 15, (Currently Amended) A frequency hopping telemetry transmitter comprising: 

2 circuit for transmitting transmissions intermittently, at time intervals and at various frequencies, 

3 independently of any receiver of said transmissions, and 

4 logic for holdiagrffl operation, upon e aoh ^f-flakH ramroi s sions, data i ndicative of (a) a frequency 

5 and (b) tim e of at l e a st-one future tromim is flioni where fo^wd frequency is pr e d i ctabl e bas e d on at l e ast 

6 one post tran s mi ss ion fr equency* providing a pre determined frcQuencv-timc pattern for controlling 

7 trans mission frequency flft<t t jjm p between transmissions, and 

8 wherein said transmitter is for enc ryption of data for tran s mi ss ion u sin^fttt^erypti on hoy that 

0 vari e s for each of a plura Jily-o f oatd transmissions/ varying encryption, for sflid tr ansmissions^ based, at 
10 least in part on said frequency-time patter n. 

1 16, (Currently Amended) The transmitter of claim 1 5 wherein said encryption - key i 9 determined 

3 futur e tn - m s tro eatefh frc quencv-time pa tte rn is individually selected for said transmitter from a plurality of 

4 predetermine d patterns. 

1 17, (Currently Amended) The transmitter of claim 15 wherein said e ncryption ke y t o vari e d 

2 accord i ng to a s e qu en ce that in i ndividu ally s olootod for s a i d transmitter from a pluw Jity-of'p rodetorm i ned 

3 s e qu e nc es ; frequency-t ime patt ern is predetermined b ased on a transmitter identifica tion, 

1 18. (Currently Amended) A frequency hopping telemetry transmitter comprising: 
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circuit for transmitting transmissions intermittently, at time intervals and at various frequencies, 
independently of any receiver of said transmissions, and 

logic for holding, in operation, upnn pooh of mid tronffmi sskmsr4atft4ndk >ative of (n )-B froquonoy 
an<Hfe)48me of at l e ast on e ^U t r e troji B m i ^ ioHr wh e rein sai d-f requ e noy i s prediotnhl » b ase d on at least 
o n e pa s t tranpmiairion froquonoy; prpvidinRAH PCKletertnin ed frequencv-time p attern for controllin g 
tamsmissioi) frequency an d time between t r ansmissions. au<J 

wherein said transmitter is for modification of at least a portion of known data for transmission 
using a modifier that is varied for e aoh of a jrfumtifr^aid transmissions: based, at least in nn 
frequency-tini^PBtteyn. 

19. (CurrcntJy Amended) The transmitter of claim 1 8 wherein sakt^Ho difior fa de te rmin e d booed, 
at lea s t in port, on s aid da ta indioat i ve ^f-aMB ngt nnts a€ ^ ) fifpu^ p y nnd (b) t ime of at leaat ono future 
transmission: fi^augjigy -time pattern js indi vidually sel ecte d for said transmitter from a phirqlit^ ^f 
predetermined patterns. 

20. (Currently Amended) The transmitter of claim 1 8 wherein said modifier is varied itooonling to -a 
se qu e nce t ha t i s indiv i dually ooleeted for sai d4m namitt e r fro m - a plurality o f pred e term ine 
iteg&ifflMrt iqiQ pattern i s p redetermined base d on a tran s mitter idenjjfi g^ijnn. 
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